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[bookmark: _Toc16234]1 Overview
This protocol is suitable for 4G CAT1 devices, currently supporting B725 products. It uses a 32-bit data header for synchronization and terminal identification; employs a low-overhead checksum algorithm for checksum protection; and uses message identifiers to identify different messages. It needs to be parsed according to the actual reporting. The document is currently being continuously maintained. If any errors or omissions are found, please provide timely feedback. Thank you very much. The protocol content is the 4g reporting content. If you need the Bluetooth broadcast data protocol, please consult the relevant docking personnel.



[bookmark: <strong>2 设备使用说明</strong>][bookmark: _Toc6178]2 Device Usage Instructions
[bookmark: <strong>2.1 设备功能与使用说明</strong>][bookmark: _Toc1245]2.1 Device Function and Usage Instructions
General version:
(1) Power on:
Please fully charge before using it for the first time. Charging light effect: Charging: red light flashes, fully charged: green light is always on.
Manual power on: In the shutdown state, press and hold the button for 3 seconds to display welcome
(2) Shutdown:
Charging shutdown: The red light flashes after connecting the charging cable to enter the charging state
Manual shutdown: Stay on the “About” page of the interface, it will automatically enter the version page, then automatically enter the ICCID interface, and finally automatically enter the IMEI interface
, after waiting for the specific IMEI number to pop up, long press the touch button for 3s, and release the button when the screen displays ‘Bye’
Low battery shutdown: The screen goes off after the interface displays ByeBye
(3) Device status:
No signal: The signal ladder bar graph on the interface shows ‘X’ in the signal grid
Signal available: The interface signal has a stepped bar graph
Device battery low: Red light flashes at intervals

[bookmark: <strong>2.2 设备默认上报逻辑</strong>][bookmark: _Toc32440]2.2 Device default reporting logic
General version:
(1) Connection related reporting
F0 request: The device is a short link, and the server is normally connected and the network is normal.
It will be reported once at startup, and then each report will request a connection -- a reply is required to connect to the server
F9: Power and signal reporting, location reporting will follow with a report -- server reply required
(2) Health-related reporting
UV data (0x2E): uv/pho/ir data collection: sampling time is: 6:00~20:00,
The sampling interval is 1 minute, the default is one package per hour, and the collected data is sent once every two hours
Motion status (0x2F01): walking value/running value reporting, sampling time is: 6:00~20:00,
The sampling interval is 2 minutes, the default is one package every 2 hours, and the collected data is sent once every two hours
Step counting data reporting (0x2D): incremental step counting/calorie data collection: sampling time is: 6:00~20:00, the sampling interval is 2 minutes, the default is one package every 2 hours, and the collected data is sent once every two hours
Sleep (0xC5): The default statistical time period is 21:00-08:00, and sleep data will be reported according to the status during this time period
(3) Alarm-related reporting
Shutdown alarm (0x21): The device actively shuts down, shuts down while charging, or shuts down due to low battery. See the previous section for trigger methods.
Low battery alarm (0x02): Triggered when the device's current battery level is less than or equal to 0.
Long-term inactivity alarm: Alarm reported after 40 minutes of inactivity
Motion state alarm: Reported after a long-term inactivity alarm when motion is detected
(4) Device information and status reporting
Status parameters (0xA9): Reported once upon startup
SIM card ICCID (0xF3): Reported once upon startup
(5) Downlink feedback
Downlink feedback (0xC0): Reported when the device receives a downlink command from the server
Note: The device reports in bundled reports, which means that one data packet contains multiple complete messages. Be careful not to miss any. The messages are complete and will not be interrupted in the middle and appear in the next data packet.
Eg:bdbdbdbdd6000119a9cf610445270387bf452708a1bc44279d18b74427e518b7f9bdbdbdbdf9010000006400002800000019a9cf61ca
This data packet contains messages for (0xD6) Bluetooth positioning and (0xF9) battery signal.
(0xD6) Bluetooth positioning: bdbdbdbdd6000119a9cf610445270387bf452708a1bc44279d18b74427e518b7f9
(0xF9) Battery signal: bdbdbdbdf9010000006400002800000019a9cf61ca

[bookmark: <strong>2.3 设备下行说明</strong>][bookmark: _Toc8946]2.3 Device downlink description
General version: The downlink command needs to be continuously downlinked twice within 20 milliseconds to ensure success.
Note: For short-link devices, the downlink command is only received by the device when the device reports. After receiving it, it will take effect in the next reporting cycle.
(1) Text message sending (0x28):
GB2312 encoding, up to 16 Chinese characters, one Chinese character occupies 2 bytes, one English letter occupies 1 byte, it is not recommended to have too many.
(2) Modify IP and port command sending (0xC3):
The default general version points to the Smart Cloud Platform: 118.178.184.219:8825. If you need to change it, please consult relevant docking personnel or visit the official website.
(3) Remote OTA Upgrade (0xA9):
The process of updating consumes traffic and is affected by the network. The device's SIM card has 30M of data per month, so it cannot be updated too many times, otherwise it will cause insufficient data.
This function requires the device hardware to support remote updates. Previous devices do not support it.
(4) Outdoor Settings Distribution (0XD9):
You can downlink to set different time periods of UV threshold, when the device detects greater than this range, it is judged as outdoor
[bookmark: <strong>3 协议数据包结构</strong>]

[bookmark: _Toc19214]3 Protocol Data Packet Structure
A basic protocol data packet structure is shown in Figure 1:
[image: IMG_256]
[bookmark: <strong>3.1 数据头</strong>][bookmark: _Toc30159]3.1 Data Header
Each data packet starts with a 4-byte Header or token (in some response messages, timestamp replaces it):
Currently, the token uploaded by OuFu devices is fixed at BDBDBDBD
Header: 0xBD0xBD0xBD0xBD;
Timestamp: 32bits, generated by the server
[bookmark: <strong>3.2 报文标示符(Message ID)</strong>][bookmark: _Toc10243]3.2 Message Identifier (Message ID)

See Chapter 4 for the content represented by MessgeId.
Each time a TCP connection is made, the device will first report a 0xF0 message, which contains the device's unique identifier IMEI.
The server needs to record this IMEI as an identifier and reply with a 0xf1 message. Only then will the device consider the connection successful; otherwise, it will disconnect.
For normal device communication, the long connection reports a 0xF9 heartbeat packet every 4 minutes by default. The 0xF9 heartbeat packet is reported once after the health location is reported.
The short connection reports a 0xF9 heartbeat packet once at startup, and the 0xF9 heartbeat packet is reported once after the health location is reported. The two reports are not affected by each other.
Note that after the server receives the F9 message, it needs to issue a command to reply; otherwise, the connection will be disconnected.
[bookmark: <strong>3.3 Token生成机制</strong>][bookmark: _Toc26355]3.3 Token Generation Mechanism
Currently fixed as BDBDBDBD
[bookmark: <strong>3.4 有效负载(Payload)</strong>][bookmark: _Toc8876]3.4 Payload
The payload we refer to below refers to the valid body content in the protocol, excluding the head token and checksum. The length of the body is noted after.
The data format used in the payload is shown in the table below:
[U-unsigned; I-signed; X-bitfield; Number - bytes occupied]
The following protocols use little-endian priority except for ch, u8, i8, and x8
	Short
	peTypeType
	Size(Bytes)
	Min/max
	Resolution
	Explanation

	CH
	ASCII/ISO 8859.1
	1
	-
	-
	Character

	u8
	Unsigned Char
	1
	0-255
	1
	Unsigned Short Integer

	i8
	Signed Char
	1
	-128-127
	1
	Short Integer

	x8
	Bitfield
	1
	-
	-
	Bit

	u16
	Unsigned Short
	2
	0-65,535
	1
	Unsigned Integer

	i16
	Unsigned Short
	2
	-32,768-32,767
	1
	Plastic Surgery

	x16
	Bitfield
	2
	-
	-
	Bit 2

	u32
	Unsigned Long
	4
	0..4,294,967,295
	1
	Unsigned Long Integer

	i32
	Signed Long
	4
	-2,147,483,648-2,147,483,647
	1
	Long Integer

	u64
	Uint64_t
	8
	0-18,446,744,073,709,551,616
	1
	Unsigned 64-bit long integer

	float
	float
	4
	-3.4410e38-3.410e38
	-
	Floating point type



[bookmark: <strong>3.5 校验和(Checksum)</strong>][bookmark: _Toc23123]3.5 Checksum
The content added to the checksum includes the payload, as shown in Figure 1. The algorithm is as follows. By default, the general-purpose version of the device does not require checksum verification, and this part can be ignored. Any byte can be used for the downlink instruction.
//Assuming content="BDBDBDBDE9000600010A00000A00", then the sum.ToString("X2") result is 07
//The following is the C# code calling method
private string CheckSum(string content)
{
int sum = 0;
var bytes = Utility.strToHexByte(content);
foreach (var b in bytes)
{
sum += b;
sum %= 0x100;
}
sum = 0xff - sum;
return sum.ToString("X2");
}

[bookmark: <strong>4 上报messages报文</strong>]

[bookmark: _Toc13724]4 Report messages
[bookmark: <strong>4.1 连接相关上报</strong>][bookmark: _Toc5368]4.1 Connection related reports
[bookmark: <strong>4.1.1 LNK-LIN (MSGID=0xF0)请求连接（TCP专用）</strong>][bookmark: _Toc31595]4.1.1 LNK-LIN (MSGID=0xF0) Request connection (TCP only)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xF0
	See below for definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	8
	u64
	IMEI
	1
	-
	IMEI number (little-endian)

	2
	x16
	version
	
	-
	Bitfield see below


The device's reported F0 request message must have a server downlink 0XF1 message (see the next section for the specific format) to reply, otherwise the login will fail.

Example:
Original hexadecimal message: BDBDBDBDF09B51731BC61603000000C2
BDBDBDBD: 4-byte message header
F0: Message ID
9B51731BC6160300: IMEI number (little-endian), converted to big-endian: 000316C61B73519B,
The corresponding decimal is IMEI: 869465050010011,
0000: version
C2: checksum
Connection related Q&A:
When TCP creates a new connection, it will first report an F0 request, which carries the IMEI, and then the server records this IMEI.
After that, all the data in this link belongs to this IMEI.
Note: If F0 is not received or F0 communication is abnormal, you can use a third-party network testing tool to verify whether the server communication is normal.

[bookmark: <strong>4.1.2 连接回复(MSGID=0xF1)（TCP专用）-重要</strong>][bookmark: _Toc29164]4.1.2 Connection Reply (MSGID=0xF1) (TCP Only) - Important
	Header
	Message ID
	Payload
	Checksum

	Timestamp(unix) Timestamp
	0xF1
	See below See below definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	4
	u32
	Token
	1
	-
	Token: Fixed as BDBDBDBD


Note that the message sequence is different from the normal reporting message. This message is issued by the server, not the content reported by the device. The server reply needs to be in the current channel. > Note that the message sequence is different from the normal reporting message. This message is issued by the server, not the content reported by the device. The server reply needs to be in the current channel.

Example:
Original hexadecimal message: 07FD8860F1BDBDBDBD2E
07FD8860 (little endian first), Timestamp (unix) timestamp (unit: seconds), converted to big endian 6088FD07 converted to decimal: 1619590407
Converted to standard time format UTC time: 2021-04-28 06:13:27
F1: Message ID:
BDBDBDBD: Token
2E: checksum

The standard time format converted from the decimal timestamp is the result of adding 1619590407 seconds to 1970-01-01 00:00:00
The device synchronizes the time with the timestamp (unit: seconds) in this message.
Note: The general unit in Java is milliseconds, pay attention to converting to the unit: seconds
Note: The total number of bytes returned by the server downlink is 10 bytes, such as: 0xBD - 1 byte; if the device receives 20 bytes, the connection will not be established.

[bookmark: <strong>4.1.3 新心跳包协议(MSGID=0xF9)-重要</strong>][bookmark: _Toc10891]4.1.3 New Heartbeat Packet Protocol (MSGID=0xF9) - Important
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xF9
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	Bat_type
	
	
	Battery Type
0: 4-level system,
1: 5-level system,
2: Percentage,
3: Voltage value

	2
	u16
	Bat_volt
	
	-/-
	Battery level
If Bat_type is 0: The battery level range is 0-3, (0 is 25%, 3 is 100%)
If Bat_type is 1: The battery level range is 0-4 (0 is 20%, 4 is 100%)
If Bat_type is 2: The battery level range is 0-100

	1
	U8
	Signal_type
	
	
	Signal type 0: percentage, 1: 5-level system 2: CSQ value

	2
	I16
	Signal_strength
	
	
	Signal strength

	1
	U8
	Other_type
	
	
	Extended type
0: Full amount of steps
1: Incremental steps
2: Vibration

	4
	U32
	Num
	
	
	Extended Value

	4
	U32
	Timestamp
	-/-
	-/-
	UTC timestamp (in seconds)


Note: The F9 heartbeat packet must have a server downlink reply. The device considers the server connection to be unbroken only when it receives the server downlink reply; otherwise, it will re-report the F0 request connection.

Example:
Original hexadecimal message: BDBDBDBDF90104000050000095000000E377BD67AA
BDBDBDBD: Header
F9: Message ID
01: Bat_type battery level type 01-->1-->5-level battery level (0-4)
0400: Bat_volt battery level value converted to big-endian 0004-->4-->Level 4 corresponds to 100% battery level
00: Signal_type signal type 00-->0-->percentage
5000: Signal_strength signal strength converted to big-endian 0050-->converted to decimal 80-->80% signal strength
00:Other_type extension type 00-->0-->Full step counting
95000000:Num extension value - step counting converted to big-endian 00000095-->converted to decimal 149-->number of steps is 149
E377BD67:Timestamp converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
AA:checksum

Note: The server receives the F9 heartbeat packet and can reply with a fixed message: Fixed reply example BDBDBDBDF301 Number of bytes: 6

[bookmark: <strong>4.2 报警相关上报</strong>][bookmark: _Toc7997]4.  2 Alarm-related reporting
[bookmark: <strong>4.2.1 报警数据上传-1(MSGID=0x02)</strong>][bookmark: _Toc19623]4.  2.1 Alarm data upload-1(MSGID=0x02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x02
	See below See below definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	2
	x16
	Upl_warn
	-
	-
	Alarm content see below for definition

	4
	U32
	Timestamp
	-
	-
	Timestamp (a timestamp will be added at the end when re-uploading)


Upl_warn contents
	bit (position corresponding to 1 in binary)
	Name
	Description
	Original message in little-endian hexadecimal
	Big-endian hexadecimal
	Decimal

	0
	Low battery
	Low battery
	0100
	0001
	1


Example:
Low battery alarm: BDBDBDBD020200E377BD678A
BDBDBDBD:Header
02: Message ID
0100: Upl_warn alarm content, converted to big-endian 0001 --> low battery alarm
E377BD67: Timestamp, converted to big-endian 67BD77E3 --> converted to decimal 1740470243 --> timestamp is 1740470243 seconds -->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
8A: checksum

[bookmark: <strong>4.2.2 报警数据上传-2(MSGID=0x21)(02的补充)</strong>][bookmark: _Toc11352]4.2.2 Alarm data upload-2 (MSGID=0x21) (Supplement to 02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x21
	See below See below definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	2
	U16
	Alarm type
	
	
	Alarm type

	N
	
	Upl_warn
	-
	-
	Alarm content See below for different Alarm type definitions

	4
	U32
	Timestamp
	
	
	Timestamp (a timestamp will be added at the end when re-uploading)


Alarm type=1
Upl_warn contents
	bit (position corresponding to 1 in binary)
	Name
	Description
	Original message in little-endian hexadecimal
	Big-endian hexadecimal
	Decimal

	2
	Charging shutdown alarm
	Device automatically shuts down when charging (firmware needs function support)
	04000000
	0004
	4

	1
	Low battery shutdown alarm
	Device shuts down due to low battery (firmware needs function support)
	02000000
	0002
	2

	0
	Active shutdown alarm
	Device is manually shut down by someone (firmware needs function support)
	01000000
	0001
	1

	0
	Long-term inactivity alarm
	00020000
	0200
	512
	

	0
	Motion alarm
	08000000
	0008
	8
	


Example:
Charging shutdown alarm: BDBDBDBD21010004000000E377BD6767
BDBDBDBD:Header
21: Message ID
0100: Alarm type is converted to big-endian 0001-->Alarm type=1
04000000: Upl_warn alarm content, converted to big-endian 0004-->Charging shutdown alarm
E377BD67: Timestamp is converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
67: checksum

Low battery shutdown alarm: BDBDBDBD21010002000000E377BD6767
BDBDBDBD:Header
21: Message ID
0100: Alarm type is converted to big-endian 0001-->Alarm type=1
02000000: Upl_warn alarm content, converted to big-endian 0002-->Low battery shutdown alarm
E377BD67: Timestamp is converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
67: checksum

Active shutdown alarm: BDBDBDBD21010001000000E377BD6767
BDBDBDBD:Header
21: Message ID
0100: Alarm type is converted to big-endian 0001-->Alarm type=1
01000000: Upl_warn alarm content, converted to big-endian 0001-->Active shutdown alarm
E377BD67: Timestamp is converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
67: checksum

Long-term inactivity alarm: BDBDBDBD21010000020000E377BD6767
BDBDBDBD:Header
21: Message ID
0100: Alarm type is converted to big-endian 0001-->Alarm type=1
00020000: Upl_warn alarm content, converted to big-endian 0200 --> long-term inactivity alarm
E377BD67: Timestamp is converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
67: checksum

Motion alarm: BDBDBDBD21010008000000E377BD6767
BDBDBDBD:Header
21: Message ID
0100: Alarm type is converted to big-endian 0001-->Alarm type=1
08000000: Upl_warn alarm content, converted to big-endian 0008 --> motion alarm
E377BD67: Timestamp is converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
67: checksum

[bookmark: <strong>4.3 设备信息及状态上报</strong>][bookmark: _Toc30244]4.3 Device Information and Status Reporting
[bookmark: <strong>4.3.1 SIM卡的ICCID上传(MSGID=0xF3)</strong>][bookmark: _Toc15379]4.3.1 SIM Card ICCID Upload (MSGID=0xF3)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xF3
	See below See below definition
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	10
	10*U8
	ICCID
	1
	-
	ICCID number - Device SIM card number ICCID


Note: This message will be reported once every time the device is powered on
Example:
Original hexadecimal message: BDBDBDBDF389861118236001639994CC
BDBDBDBD:Header
F3:Message ID
89861118236001639994:ICCID Device SIM card number ICCID is: 89861118236001639994
CC:checksum
[bookmark: <strong>4.3.2 状态参数上报(MSGID=0xA9)</strong>][bookmark: _Toc9851]4.3.2 Status parameter reporting (MSGID=0xA9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xA9
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	u8
	TypeCnt
	-/-
	-/-
	Number of parameter types

	1
	
	
	
	
	(Reserved 00)

	1
	u8
	Type
	-/-
	-/-
	Parameter type 1,
Type definition:
00—MCU (firmware),
01—module,
02 sensor (general version does not have this type)

	1
	U8
	NameLen
	-/-
	-/-
	Parameter Name 1 Length

	n
	N*u8
	Name
	-/-
	-/-
	Parameter Name

	1
	u8
	Type
	-/-
	-/-
	Parameter Type 2,
Type Definition:
00—MCU (Firmware),
01—Module,
02 Sensor (General version does not have this type)

	1
	U8
	NameLen
	-/-
	-/-
	Parameter Type 2 Length

	n
	N*u8
	Name
	-/-
	-/-
	Parameter Name

	...
	...
	...
	...
	...
	...


Note: This message is reported once by default at startup, uploading device firmware version number, module version number, can be left unparsed, previous shipped devices Message ID is 0xBB, you can contact relevant personnel to send it
Example:
BDBDBDBDA902000009423732352E4F56303601174E5432364B434E4230304E4E412D4C3032303330393530B5
BDBDBDBD:Header
A9: Message ID
02: TypeCnt indicates that there are 2 types of parameters
00: Reserved field
00: Type=00 00 represents MCU (firmware)
09: The length of the MCU name after is 9 bytes
423732352E4F563036--->Hexadecimal to text (device firmware version number)--->B725.OV06
01: Type=01 01 represents module
17: The length of the communication module name after is 23 bytes
4E5432364B434E4230304E4E412D4C3032303330393530: Hexadecimal to text (4G module version number)
--->NT26KCNB00NNA-L02030950
B5---checksum
[bookmark: <strong>4.4 健康相关上报</strong>][bookmark: _Toc22]4.4 Health-related reporting
[bookmark: <strong>4.4.1 UV数据上传(0x2E)</strong>][bookmark: _Toc127]4.4.1 UV data upload (0x2E)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x2E
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	Type
	
	-/-
	0x01

	4
	U8*4
	Timestamp
	
	-/-
	UTC timestamp

	2
	U16
	interval
	
	-/-
	Data collection time interval (unit: seconds)

	1
	U8
	UV_count
	
	-/-
	Number of UV data in each packet

	6*N
	U163N
	UV_data
	
	-/-
	A set of UV data has 6 bytes. The first two bytes are the UV value, the middle two bytes are the PHO value, and the last two bytes are the IR value.


Example:
UV value represents: ultraviolet value, PHO value represents: light intensity value, IR value represents: infrared value
BDBDBDBD2E01E377BD673C003C90019400500070018C00500060018A005000600187005000600188005000600183004000600
18800500030017600400050018000400050018100400050018000400050018300400050018100400050018100400050018200
400050017F00400060018500400050017F004000700189005000800192005000A0019B005000B001A1006000C001A6006000D
001A9006000F001B20060000002BB0070000002B9007000F001B4006000F001B4006000F001B60070001002BF0070002002C3
0070003002C50070002002C40070002002C30070002002C10070003002C80070004002CB0080004002CA0080004002CB00800
04002C9007000F001AC007000E001B3007000D001A9006000B0019A00600090019100500080018D00500070018800500050017
D00400050017C00400050017C00400040017600400020016200400000015E00400000015D00400010016600400010016800400
030017100400050018000400080018E005000E7
BDBDBDBD:Header
2E:Message ID
01:type
E377BD67:Timestamp The timestamp is converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
3C00:interval The time interval for data acquisition is converted to big-endian 003C--->converted to decimal 60--->the time interval for data acquisition is 60S
3C:UV_count There are 60 sets of UV data behind
9001:UV_data1 The value of the first set of UV data uv--->converted to big-endian 0190--->converted to decimal 400--->UV value is 400
9400:UV_data1 The value of the first set of UV data pho--->converted to big-endian 0094--->converted to decimal 148--->pho value is 148
5000:UV_data1 The value of the first set of UV data ir--->converted to big-endian 0050--->converted to decimal 80--->ir value is 80
7001:UV_data2 The value of the 2nd group of UV data uv--->Convert to big-endian 0170--->Convert to decimal 368--->UV value is 368
8C00:UV_data2 The value of the 2nd group of UV data pho--->Convert to big-endian 008C--->Convert to decimal 140--->pho value is 140
5000:UV_data2 The value of the 2nd group of UV data ir--->Convert to big-endian 0050--->Convert to decimal 80--->ir value is 80
………And so on until the last group, the number is determined by the 11th byte of the message, in the example, 3C represents 60 groups of data
E7:checksum
[bookmark: <strong>4.4.2 设备睡眠分析数据上传(MSGID=0xC5)</strong>][bookmark: _Toc4230]4.4.2 Device Sleep Analysis Data Upload (MSGID=0xC5)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC5
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	4
	Int32
	DateTime
	
	-/-
	Upload UTC start time

	4
	Int32
	DateTime
	
	
	Upload Utc End Time

	2
	Int16
	Sleepminute
	
	
	Upload sleep time in minutes

	4
	Int32
	Type
	
	
	Sleep state: Upload type, 1 is deep sleep, 2 is light sleep, 3 is wake-up duration


Example:
Original hexadecimal message: BDBDBDBDC5AC338860693B8860210001000000D1
BDBDBDBD:Header
C5:Message ID
AC338860: Start time, converted to big-endian 608833AC-->converted to decimal-->timestamp is 1619538860 seconds-->
Convert to standard time format UTC time: 2021-04-27 15:54:20-->Convert to Beijing time: 2021-04-27 23:54:20
693B8860: End time, converted to big-endian 60883BAC-->converted to decimal-->timestamp is 1619540908 seconds-->
Convert to standard time format UTC time: 2021-04-27 16:28:28-->Convert to Beijing time: 2021-04-28 00:28:28
2100: Sleep minute sleep time, converted to big-endian 0021--> converted to decimal 33--> The total sleep time is 33 minutes
01000000: Type sleep state, converted to big-endian 00000001--> converted to decimal 1-->1 is deep sleep, and the deep sleep time is 33 minutes
D1: checksum
[bookmark: <strong>4.4.3 运动状态-步行值/跑步值上报(0x2F01)</strong>][bookmark: _Toc16855]4.4.3 Exercise status - walking value/running value report (0x2F01)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x2F
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	Type
	
	
	0x01

	4
	U8*4
	Timestamp
	
	-/-
	UTC timestamp

	2
	U16
	interval
	
	
	Data collection time interval (unit: seconds)

	1
	U8
	Motion_status_count
	
	
	The number of motion status data in each packet

	2*N
	U16*N
	Motion_status_data
	
	
	1 group of motion state data has 2 bytes, and the unit of these 2 values is seconds. The first byte is the walking value, and the second byte is the running value.


Example:
Original hexadecimal message:
BDBDBDBD2F01E377BD6778003C780078007800780078007800780078007800780078007800780078007800
780078007800780078007800780078007800780078007800780078007800780078007800780078007800780
078007800780078007800780078007800780078007800780078007800780078007800780078007800780078
007900D3
BDBDBDBD:Header
2F:Message ID
01:type
E377BD67:Timestamp Timestamp Converted to big-endian 67BD77E3-->Converted to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
7800:interval Convert to big-endian 0078--->Convert to decimal 120--->Data acquisition interval 120S
3C:There are 60 sets of motion state data behind
78:Walking value of the 1st group of data--->Convert to decimal 120--->120 seconds
00:Running value of the 1st group of data--->Convert to decimal 0--->0 seconds
78:Walking value of the 2nd group of data--->Convert to decimal 120--->120 seconds
00: Running value of the 2nd group of data ---> Convert to decimal 0 ---> 0 seconds
………and so on until the last group (the sum of the three values represents the time interval of data collection, and each value represents how many seconds a certain state lasts within this time interval
, due to statistical errors, the sum may have a few seconds of error with the time interval, for reference only)
79: Walking value of the 60th group of data ---> Convert to decimal 121 ---> 121 seconds (cumulative error in the sum of the three values, for reference only)
00: Running value of the 60th group of data ---> Convert to decimal 0 ---> 0 seconds
D3: checksum
[bookmark: <strong>4.4.4 计步数据上传- 增量计步/卡路里上报(0x2D05)(0x2F01)</strong>][bookmark: _Toc2598]4.4.4 Step Counting Data Upload - Incremental Step Counting/Calorie Reporting (0x2D05)(0x2F01)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x2D
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	Type
	
	
	0x05

	4
	U8*4
	Timestamp
	
	-/-
	UTC timestamp

	2
	U16
	interval
	
	
	Data collection time interval (unit: seconds)

	1
	U8
	Step_increment_count
	
	
	The number of incremental step count data in each packet

	4*n
	U162n
	Step_increment_data
	
	
	A set of incremental step data has 6 bytes. The first 2 bytes are the step increment value, and the last 2 bytes are the calorie increment value (1 unit = 0.1 kcal).



Example:
BDBDBDBD2D05E377BD677800033B000F008D002D001600040003
BDBDBDBD:Header
2D: Message ID
05:type 05--Report incremental steps/calories
E377BD67:Timestamp The timestamp is converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
7800: interval Convert to big-endian 0078--->Convert to decimal 120--->Data acquisition time interval 120S
03: There are 3 sets of motion state data behind
3B00: Incremental steps of the first set of data--->Convert to big-endian 003B--->Convert to decimal 59--->59 steps
0F00: Incremental calories of the 1st group of data ---> Convert to big-endian 000F ---> Convert to decimal 15 ---> 15 (1.5 calories)
8D00: Incremental steps of the 2nd group of data ---> Convert to big-endian 008D ---> Convert to decimal 141 ---> 141 steps
2D00: Incremental calories of the 2nd group of data ---> Convert to big-endian 002D ---> Convert to decimal 45 ---> 45 (4.5 calories)
1600: Incremental steps of the 3rd group of data ---> Convert to big-endian 0016 ---> Convert to decimal 22 ---> 22 steps
0400: Incremental calories of the 3rd group of data ---> Convert to big-endian 0004 ---> Convert to decimal 4 ---> 4 (0.4 calories)
03: checksum
[bookmark: <strong>4.5 下行反馈相关上报</strong>][bookmark: _Toc23337]4.5 Downlink feedback related reporting
[bookmark: <strong>4.5.1 下行反馈(MSGID=0xC0)</strong>][bookmark: _Toc28222]4.5.1 Downlink Feedback (MSGID=0xC0)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC0
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	length
	-/-
	
	Message ID Length

	N
	n*U8
	Type
	-/-
	
	N Message IDs


Example:
This command is used for feedback of downlink commands, returning the Message ID of the downlink command received earlier (can be a collective return of multiple Message IDs).
Original hexadecimal message: BDBDBDBDC0011720
BDBDBDBD:Header
C0: Message ID
01: length Message ID length Convert decimal 01--> Message ID length is 1 byte
17 Type indicates that the device received the downlink command Message ID as 17
20: checksum
[bookmark: <strong>5 设置</strong>]

[bookmark: _Toc22226]5 Settings
[bookmark: <strong>5.1 下行</strong>][bookmark: _Toc23312]5.1 Downlink
[bookmark: <strong>5.1.1 信息下发(Message Send)（MSGID=0X28）</strong>][bookmark: _Toc27161]5.1.1 Message Send (MSGID=0X28)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x28
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Decription

	1
	U8
	type
	Message type, if it is downlink text information, GB2312 encoding is 03

	4
	Uint32
	seqID
	The ID of the information, unique

	1
	U8
	CONTENT LEN
	Content length

	N
	N
	CONTENT
	Content, Chinese is encoded in GB2312 (one character occupies 2 bytes), and English is encoded in ASCII (one letter occupies 1 byte)


Note: The default Chinese character encoding for the domestic general version is GB2312. The information ID must not be repeated for each transaction. The device cannot receive repeated IDs. Example:


Text message: hello,world BDBDBDBD2803030000000B68656C6C6F2C776F726C64DD
BDBDBDBD:Header
28: Message ID
03: type message type, convert to decimal 03-->type=03
03000000: seqID information ID, information ID is 03000000
0B: CONTENT LEN content length, convert to decimal 11, content length is 11 bytes
68656C6C6F2C776F726C64: converted to string hello,world-->text message content: hello,world
DD: checksum

Text message: Hello World BDBDBDBD28036895D13F08C4E3BAC3CAC0BDE779
BDBDBDBD:Header
28: Message ID
03:type message type Convert to decimal 03-->type=03
6895D13F: seqID information id Information id is 6895D13F
08: CONTENT LEN content length Convert to decimal 8
C4E3BAC3CAC0BDE7: Converted to string Hello World-->Text message content: Hello World
79: checksum
[bookmark: <strong>5.1.2 户外设置-UV阈值(0XD9）</strong>][bookmark: _Toc10403]5.1.2 Outdoor settings - UV threshold (0XD9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xD9
	See below See below definition
	CK_sum


Payload contents
	Byte size
	Format
	Name
	Decription

	1
	U8
	type
	Message type, default is 01

	1
	U8
	Season[0].startMonth
	Spring Start Month

	1
	U8
	Season[0].startDay
	Spring Start Date

	1
	U8
	Season[0].endMonth
	Spring End Month

	1
	U8
	Season[0].endDay
	Spring End Date

	2
	U16
	UV threshold
	Spring UV threshold

	2
	U16
	PHO threshold
	Spring PHO threshold

	1
	U8
	Season[1].startMonth
	Summer Start Month

	1
	U8
	Season[1].startDay
	Summer Start Date

	1
	U8
	Season[1].endMonth
	Summer End Month

	1
	U8
	Season[1].endDay
	Summer End Date

	2
	U16
	UV threshold
	Summer UV threshold

	2
	U16
	PHO threshold
	Summer PHO threshold

	1
	U8
	Season[2].startMonth
	Autumn Start Month

	1
	U8
	Season[2].startDay
	Autumn Start Date

	1
	U8
	Season[2].endMonth
	Autumn End Month

	1
	U8
	Season[2].endDay
	Autumn End Date

	2
	U16
	UV threshold
	Autumn UV threshold

	2
	U16
	PHO threshold
	Autumn PHO threshold

	1
	U8
	Season[3].startMonth
	Winter Start Month

	1
	U8
	Season[3].startDay
	Winter Start Date

	1
	U8
	Season[3].endMonth
	Winter End Month

	1
	U8
	Season[3].endDay
	Winter End Date

	2
	U16
	UV threshold
	Winter UV Threshold

	2
	U16
	PHO threshold
	Winter PHO Threshold


Example:
When judging outdoors, it is considered outdoors only when uv and pho are greater than the following set thresholds.
Spring --- March 16th to June 15th, UV threshold 0, PHO threshold 5
Summer --- June 16th to September 15th, UV threshold 0, PHO threshold 5
Autumn --- September 16th to December 15th, UV threshold 0, PHO threshold 5
Winter --- December 16th to March 15th, UV threshold 0, PHO threshold 5
BDBDBDBDD9010310060F000005000610090F0000050009100C0F000005000C10030F00000500DD
BDBDBDBD:Header
D9:Message ID
01:type, fixed as 01 UV threshold
03:Season[0].startMonth Spring Start Month Convert decimal 03--->Spring start month is March
10:Season[0].startDay Spring Start Date Convert decimal 16--->Spring start date is 16th
06:Season[0].endMonth Spring End Month Convert decimal 06--->Spring end month is June
0F:Season[0].endDay Spring End Date Convert to decimal 15--->Spring end date is the 15th
0000:UV threshold Spring UV threshold Convert to big-endian 0000--->Convert to decimal 0--->Spring UV threshold is 0
0500:PHO threshold Spring PHO threshold Convert to big-endian 0005--->Convert to decimal 05--->Spring PHO threshold is 5
06:Season[1].startMonth Summer Start Month Convert to decimal 06--->Summer start month is June
10:Season[1].startDay Summer Start Date Convert to decimal 16--->Summer start date is the 16th
09:Season[1].endMonth Summer End Month Convert to decimal 09--->Summer end month is September
0F:Season[1].endDay Summer End Date Convert to decimal 15--->Summer end date is the 15th
0000:UV threshold Summer UV threshold Convert to big-endian 0000--->Convert to decimal 0--->Summer UV threshold is 0
0500:PHO threshold Summer PHO threshold Convert to big-endian 0005--->Convert to decimal 05--->Summer PHO threshold is 5
09:Season[2].startMonth Autumn Start Month Convert to decimal 09--->Autumn start month is September
10: Season[2].startDay Autumn Start Date Convert to decimal 16--->Autumn start date is the 16th
0C:Season[2].endMonth Autumn End Month Convert to decimal 12--->Autumn end month is December
0F:Season[2].endDay Autumn End Date Convert to decimal 15--->Autumn end date is 15th
0000:UV threshold Autumn UV threshold Convert to big-endian 0000--->Convert to decimal 0--->Autumn UV threshold is 0
0500:PHO threshold Autumn PHO threshold Convert to big-endian 0005--->Convert to decimal 05--->Autumn PHO threshold is 5
0C:Season[3].startMonth Winter Start Month Convert to decimal 12--->Winter start month is December
10:Season[3].startDay Winter Start Date Convert to decimal 16--->Winter start month is 16th
03:Season[3].endMonth Winter End Month Convert to decimal 03--->Winter start month is March
0F:Season[3].endDay Winter End Date Convert to decimal 15--->Winter start month is 15th
0000:UV threshold Winter UV threshold Convert to big-endian 0000--->Convert to decimal 0--->Winter UV threshold is 0
0500:PHO threshold Winter PHO threshold Convert to big-endian 0005--->Convert to decimal 05--->Winter PHO threshold is 5
9A: checksum
[bookmark: <strong>5.1.3 IP&域名设置(0xC3)（TCP专用）</strong>][bookmark: _Toc11585]5.1.3 IP & Domain Name Settings (0xC3) (TCP Only)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC3
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	Type
	
	
	Issue type:
Type = 1 IPv4,
Type = 2 IPv6
(Reserved - not currently supported),
Type = 3 Domain Name
(Currently only supports ASCII encoded domain names)

	2
	U16
	Port
	
	
	Port number (2 bytes)

	1
	U8
	Len
	
	
	Length of the following parameter content

	N
	U8
	Domainname
	
	
	Specific IP or domain name content


Note: After distribution, the device will no longer communicate on the original server, but will point to the modified server.
Example:
Type=1 IPv4:
The downstream modified IP is: 118.178.184.219, and the port is: 8825 BDBDBDBDC30179220476B2B8DB33
BDBDBDBD:Header
C3:Message ID
01:Type 1--IPv4
7922:Port The port is converted to big-endian 2279-->converted to decimal 8825-->port: 8825
04:Len The length of the following parameter content is converted to decimal 04-->The length is 4 bytes
76B2B8DB:Domainname IP 76-->converted to decimal 118, B2-->converted to decimal 178, B8-->converted to decimal 184, DB-->converted to decimal 219 IP is: 118.178.184.219
33:checksum

Type=3 Domain name
The downstream modified domain name is: aiday.com.cn, and the port is: 8825
BDBDBDBD:Header
C3:Message ID
03:type=3, domain name
7922:Port port converts to big-endian --2279 --> converts to decimal port: 8825
12:Len The length of the following parameter content is converted to decimal 18 --> The message length is 18 bytes
61696461792e636f6d2e636e:Domainname domain name is converted to string-->aiday.com.cn-->domain name is: aiday.com.cn
1D:checksum
[bookmark: <strong>5.1.15 远程OTA升级下发（0xA9）</strong>][bookmark: _Toc5415]5.1.15 Remote OTA upgrade distribution (0xA9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xA9
	See below See below definition
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	u8
	TypeCnt
	-/-
	-/-
	Number of types (reserved 00)

	1
	u8
	
	-/-
	-/-
	Fixed value (reserved byte 00)

	1
	u8
	Type
	-/-
	-/-
	Type 1 00—mcu firmware

	1
	U8
	PathLen
	-/-
	-/-
	Path 1 Length

	n
	N*u8
	Path
	-/-
	-/-
	Path

	2
	U16
	PackageSize
	
	
	Package size is fixed at 0000

	...
	...
	...
	...
	...
	...

	1
	u8
	Type
	-/-
	-/-
	Type n 00 - mcu firmware

	1
	U8
	PathLen
	-/-
	-/-
	Path n length

	n
	N*u8
	Path
	-/-
	-/-
	Path

	2
	U16
	PackageSize
	
	
	Package size is fixed at 0000

	...
	...
	...
	...
	...
	...


Note: Remote updates consume traffic and are affected by the network. The device's SIM card has 30M per month, so it cannot be updated too many times, otherwise it will cause insufficient traffic.
Example:
The firmware download address is (requires server support for HTTP download): http://tools.aiday.com.cn/File/MCU/W200PG/W200PG_E42.BWGHOL25.bin
After the update is successful, the device will restart and reconnect to the server, and report the version number change.
BDBDBDBDA902000041687474703A2F2F746F6F6C732E61696461792E636F6D2E636E2F46696C652F4D43552F5732303050472F5732303050475F4534322E425747484F4C32352E62696E00000A
BDBDBDBD:Header
A9: Message ID
01:TypeCnt Number of types 01--indicates 1 type
00: Reserved byte, fixed value
00:Type 00--Indicates MCU firmware upgrade
41:Path Download path length Convert to decimal 65-->Download path length is 65
687474703A2F2F746F6F6C732E61696461792E636F6D2E636E2F46696C652F4D43552F5732303050472F5732303050475F4534322E425747484F4C32352E62696E
File download path Convert to string-->http://tools.aiday.com.cn/File/MCU/W200PG/W200PG_E42.BWGHOL25.bin
0000:PackageSize Currently fixed at 0000
[bookmark: _GoBack]0A:checksum
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