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[bookmark: _Toc5238]1 Overview
This protocol is suitable for 4G CAT1 devices and currently supports W200PG products. It uses a 32-bit data header for synchronization and terminal identification; it uses a low-overhead verification algorithm for verification protection; and it uses message identifiers to identify different messages.
It needs to be parsed according to the actual report. The document is currently being continuously maintained. If you find any errors or omissions, please give feedback in time. Thank you very much.
The protocol content is 4g report content. If you need Bluetooth broadcast data protocol, please consult relevant docking personnel.
[bookmark: _Toc13035]1.1 Transmission Rules
Data is transmitted in hexadecimal, and integer data is transmitted in little-endian byte order.
[bookmark: <strong>1.2 Topic定义</strong>][bookmark: _Toc21872]1.2 Topic Definition
Device reporting data Topic: oc_device_report/devices/{Device ID}/properties
Device issuing data Topic: oc_device_report/devices/{Device ID}/down
Downlink format: Downlink raw message16hexadecimal
Where the device ID is the device IMEI number


[bookmark: <strong>2 设备使用说明</strong>][bookmark: _Toc7723]2 Device Usage Instructions
[bookmark: <strong>2.1 设备功能与使用说明</strong>][bookmark: _Toc30024]2.1 Device Function and Usage Instructions
General version:
(1) Power on:
Please fully charge the device before using it for the first time. The device will automatically power on when the charging reaches the power required for booting. The charging status displays the charging icon.
A full charge is indicated by a green icon. Note: Do not check the device signal while charging. Manual power on: Press and hold the up button for 10 seconds and release. The interface will display the word “Welcome”.
Note: The default wearing state is enabled upon startup, and a detachment alarm will be reported if no heart rate is detected.
(2) Power off:
Low battery shutdown: The screen will turn off after the interface displays Byebye.
Manual shutdown: Shutdown: Press and hold the button for more than 10 seconds, the interface displays Byebye and then the screen goes off.
(3) SOS function:
Trigger mode: After triggering, the device does not enter sleep mode. Long press the down key for 3s, the interface displays SOS SEND OK/SOS sending successfully, and then the SOS icon appears.
Cancellation method: In SOS mode, long press the down key for 3s, the interface displays SEND CENCEL/SOS canceled, and the SOS icon disappears.
(4) Signal status:
No signal: The interface signal is a horizontal line. Signal available: The interface signal has a stepped bar graph.
(5) Device sleep:
Trigger condition: The device does not move for 40 minutes and enters sleep mode, does not report location health data, and only reports F9 heartbeat packets to maintain a long connection.
(7) Vibration:
Received downlink text message, abnormal data alarm


[bookmark: <strong>2.2 设备默认上报逻辑</strong>][bookmark: _Toc21874]2.2 Device default reporting logic
General version:
(1) Location-related reporting
GPS / WiFi / Bluetooth beacon: Default reporting frequency 10 minutes, default positioning priority: WiFi > GPS, WiFi positioning is preferred, switch to GPS positioning if WiFi positioning is not available.
Base station (0x15): The latitude and longitude of the communication base station obtained by automatically requesting from the module after WiFi positioning fails. The accuracy is not high and is used for auxiliary reference. Generally, there is no such report in the environment. The positioning priority cannot be issued and is bound to WiFi positioning.
(2) Alarm-related reports
SOS alarm (0x02): User actively triggers, see the previous section for triggering method
SOS cancellation (0x02): User actively triggers cancellation, see the previous section for triggering method
Power-off alarm (0x21): Device actively powers off or low battery powers off, see the previous section for triggering method
Wearing and falling off alarm (0x02): The device determines wearing according to the health sampling reporting frequency. If the heart rate is measured, the wearing alarm is reported. If the heart rate is not measured, the falling off alarm is reported.
Sedentary stay alarm (0x02): Default 15 minutes of immobility triggers reporting
Fall alarm (0x02): The device falls freely from a certain height and meets the fall algorithm to trigger
Low battery alarm (0x02): Triggered when the current battery level of the device is less than or equal to 0
ExceptionDataAlarm(0x16): Report when the device detects a temperature exceeding40degrees Celsius
(3) Health-related reporting
Step count, heart rate, body temperature&wrist temperature, blood pressure, blood oxygen (0x32): Default reporting frequency10minutes
Sleep (0xC5): Statistical time period21:00-08:00, sleep data will be reported according to the status during this time period
(4) Device information and status reporting
Status parameters (0xA9): One report will be made when the device is turned on
SIM card ICCID (0xF3): One report will be made when the device is turned on
Charging status (0xC3): Report when charging starts, charging ends, and when fully charged
Battery signal (0xF9), reported once every 4 minutes by default, (previous firmware) a report will also be made after positioning and health reporting
(5) Downlink feedback
Downlink feedback (0xC0): Reported after the device receives the downlink command from the server
Message Status Feedback (0x28): After the downlink text message, the device clicks accept or reject
Note: The device reports the situation of packet reporting, that is, a data packet contains multiple complete messages. Pay attention not to miss it. The message is a complete message, and there will be no phenomenon of being interrupted in the middle in the next data packet.
Eg:bdbdbdbdd6000119a9cf610445270387bf452708a1bc44279d18b74427e518b7f9bdbdbdbdf9010000006400002800000019a9cf61ca
This data packet contains (0xD6) Bluetooth positioning and (0xF9) power signal messages
(0xD6) Bluetooth positioning:bdbdbdbdd6000119a9cf610445270387bf452708a1bc44279d18b74427e518b7f9
(0xF9) Power signal:bdbdbdbdf9010000006400002800000019a9cf61ca

[bookmark: <strong>2.3 设备下行说明</strong>][bookmark: _Toc22562]2.3 Device downlink description
General version: The downlink command needs to be continuously downlinked twice within 20 milliseconds to ensure success.
(1) Device location reporting frequency distribution (0x17):
The default reporting frequency is 10 minutes, the highest is 1 minute, and the lowest is 1440 minutes. After the device receives the downlink command, the device presses the time period and frequency of the issued command.
Report data, report according to the default reporting frequency outside the time period, such as: 00:00-18:00 2 minutes of positioning report,
Then report at the default 10-minute reporting frequency outside the time period.
(2) Text message delivery (0x28):
GB2312 encoding, up to 40 Chinese characters, one Chinese character occupies 2 bytes, and one English letter occupies 1 byte.
Message list - up to 50 historical messages can be saved (Note: Firmware without a message list can save up to 20 messages)
(3) Device positioning priority delivery (0xCE01):
Default positioning priority wifi>gps, positioning priority
If the positioning priority is delivered as: wifi>gps>Bluetooth beacon, then if wifi cannot be located, switch to gps, and if gps cannot be located, switch to
Bluetooth beacon, when the positioning is successful, it will not switch to the next positioning priority to generate positioning.
(4) Device health sampling frequency delivery (0xCE02):
[bookmark: <strong>3 协议数据包结构</strong>]The default health sampling frequency is 10 minutes, and the maximum is 2 minutes.

[bookmark: _Toc11133]3 Protocol Data Packet Structure
A basic protocol data packet structure is shown in Figure 1:
[image: IMG_256]
[bookmark: <strong>3.1 数据头</strong>][bookmark: _Toc4188]3.1 Data Header
Each data packet starts with a 4-byte Header or token (in some response messages, timestamp is used instead):
Currently, the token uploaded by OuFu devices is fixed at BDBDBDBD
Header: 0xBD 0xBD0xBD0xBD；
Timestamp: 32bits, generated by the server
[bookmark: <strong>3.2 报文标示符(Message ID)</strong>][bookmark: _Toc12636]3.2 Message Identifier (Message ID)

See Chapter 4 for the content represented by MessgeId.
Each time a TCP connection is made, the device will first report a 0xF0 message, which contains the device's unique identifier IMEI.
The server side needs to record this IMEI as an identifier and reply with a 0xf1 message. Only then will the device side consider this connection successful; otherwise, the connection will be disconnected.

The device communicates normally. The long connection reports a 0xF9 heartbeat packet every 4 minutes by default. The 0xF9 heartbeat packet is reported once after the health location is reported.
The short connection reports a 0xF9 heartbeat packet once at startup, and a 0xF9 heartbeat packet is reported once after the health location is reported. The reporting of the two is not affected by each other.
Note that after the server receives the F9 message, the server needs to issue a command to reply, otherwise the connection will be disconnected.
[bookmark: <strong>3.3 Token生成机制</strong>][bookmark: _Toc23087]3.3 Token Generation Mechanism
Currently fixed as BDBDBDBD
[bookmark: <strong>3.4 有效负载(Payload)</strong>][bookmark: _Toc3116]3.4 Payload
The payload below refers to the valid body content in the protocol except for the head token and checksum. The following note is the length of the body.
The data format used in the payload is shown in the following table:
【U-unsigned；I-signed；X-bitfield；Number-bytes occupied】
The following protocols use little-endian priority except for ch, u8, i8, and x8
	Short
	peTypeType
	Size(Bytes)
	Min/max
	Resolution
	Description

	CH
	ASCII/ISO 8859.1
	1
	-
	-
	Character

	u8
	Unsigned Char
	1
	0-255
	1
	Unsigned Short Integer

	i8
	Signed Char
	1
	-128-127
	1
	Short Integer

	x8
	Bitfield
	1
	-
	-
	Bit

	u16
	Unsigned Short
	2
	0-65,535
	1
	Unsigned Integer

	i16
	Unsigned Short
	2
	-32,768-32,767
	1
	Integer

	x16
	Bitfield
	2
	-
	-
	Bit (bit) 2

	u32
	Unsigned Long
	4
	0..4,294,967,295
	1
	Unsigned Long Integer

	i32
	Signed Long
	4
	-2,147,483,648-2,147,483,647
	1
	Long Integer

	u64
	Uint64_t
	8
	0-18,446,744,073,709,551,616
	1
	Unsigned 64-bit Long Integer

	float
	float
	4
	-3.4410e38-3.410e38
	-
	Floating point type



[bookmark: <strong>3.5 校验和(Checksum)</strong>][bookmark: _Toc16643]3.5 Checksum
The content added to the checksum includes the payload, as shown in Figure 1. The algorithm is as follows. By default, the general-purpose version of the device does not require checksum, and this part can be ignored. Any byte can be used for the downlink instruction.
//Assuming content="BDBDBDBDE9000600010A00000A00", then sum.ToString("X2") result is 07//The following is the C# code calling method
private string CheckSum(string content)
{
int sum = 0;
var bytes = Utility.strToHexByte(content);
foreach (var b in bytes)
{
sum += b;
sum %= 0x100;
}
sum = 0xff - sum;
return sum.ToString("X2");
}

[bookmark: <strong>4 上报messages报文</strong>]

[bookmark: _Toc4487]4 Report messages message
[bookmark: <strong>4.1 连接相关上报</strong>][bookmark: _Toc9361][bookmark: <strong>4.1.1 LNK-LIN (MSGID=0xF0)请求连接（TCP专用）</strong>]4.1 Power signal related report
[bookmark: <strong>4.1.3 新心跳包协议(MSGID=0xF9)-重要</strong>][bookmark: _Toc10400]4.1.3 Power signal upload (MSGID=0xF9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xF9
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	Bat_type
	
	
	Battery type
0: 4-level system,
1: 5-level system,
2: Percentage,
3: Voltage value

	2
	u16
	Bat_volt
	
	-/-
	Battery value
If Bat_type is 0: The battery value range is 0-3 (0 is 25%, 3 is 100%)
If Bat_type is 1: The battery value range is 0-4 (0 is 20%, 4 is 100%)
If Bat_type is 2: The battery value range is 0-100

	1
	U8
	Signal_type
	
	
	Signal type 0: percentage, 1: 5-level system, 2: CSQ value

	2
	I16
	Signal_strength
	
	
	Signal strength

	1
	U8
	Other_type
	
	
	Extended type
0: Full step counting
1: Incremental step counting
2: Vibration

	4
	U32
	Num
	
	
	Extended value

	4
	U32
	Timestamp
	-/-
	-/-
	UTC timestamp (in seconds)



Example:
Original hexadecimal message: BDBDBDBDF90104000050000095000000E377BD67AA
BDBDBDBD: Header
F9: Message ID
01:Bat_type battery type 01-->1-->5-level battery (0-4)
0400:Bat_volt battery value converted to big-endian 0004-->4-->level4corresponds to100% battery
00:Signal_type signal type 00-->0-->percentage
5000:Signal_strength signal strength converted to big-endian0050-->converted to decimal80-->80% signal strength
00:Other_type extension type 00-->0-->full step counting
95000000:Num extension value - step counting converted to big-endian00000095-->converted to decimal149-->number of steps is149
E377BD67: Timestamp converts to big-endian 67BD77E3 --> converts to decimal 1740470243 --> timestamp is 1740470243 seconds --> converts to standard time format UTC time: 2025 - 02 - 25 07 : 57 : 23 --> converts to Beijing time: 2025 - 02 - 25 15 : 57 : 23
AA: checksum

[bookmark: <strong>4.2 报警相关上报</strong>][bookmark: _Toc17434]4.2 Alarm-related reporting
[bookmark: <strong>4.2.1 报警数据上传-1(MSGID=0x02)</strong>][bookmark: _Toc7466]4.2.1 Alarm data upload - 1 (MSGID=0x02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x02
	See below See definition below
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	2
	x16
	Upl_warn
	-
	-
	Alarm content see below for definition

	4
	U32
	Timestamp
	-
	-
	Timestamp (a timestamp will be added at the end during retransmission)


Upl_warn contents
	bit (corresponding to the position of 1 in binary)
	Name
	Description
	Original message in little-endian hexadecimal
	Big-endian hexadecimal
	Decimal

	14
	Fall alarm
	Fall alarm
	0040
	4000
	4*4096=16384

	8
	Device wearing
	Device wearing
	0001
	0100
	1*256=256

	7
	SOS Cancel
	SOS Cancel
	8000
	0080
	8*16=128

	5
	Sedentary alarm (no movement)
	Sedentary alarm (no movement)
	2000
	0020
	2*16=32

	4
	Remove (detach) device
	Remove (detach) device
	1000
	0010
	1*16=16

	2
	Shutdown
	Shutdown
	0400
	0004
	4

	1
	SOS alarm
	SOS alarm
	0200
	0002
	2

	0
	Low battery
	Low battery
	0100
	0001
	1


Example:
Wearing alarm: BDBDBDBD020001E377BD678A
BDBDBDBD:Header
02:Message ID
0001:Upl_warn alarm content, converted to big-endian:0100-->Wearing alarm
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
8a: checksum

Fall off alarm: BDBDBDBD021000E377BD678A
BDBDBDBD:Header
02:Message ID
1000:Upl_warn alarm content, converted to big-endian0010-->Fall off alarm
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
8a: checksum

SOS alarm: BDBDBDBD020200E377BD678A
BDBDBDBD:Header
02:Message ID
0200:Upl_warn alarm content, converted to big-endian0002-->SOS alarm
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
8a: checksum

SOS cancellation: BDBDBDBD028000E377BD678A
BDBDBDBD:Header
02:Message ID
8000:Upl_warn alarm content, converted to big-endian0080-->SOS cancellation
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
8a: checksum

Fall alarm: BDBDBDBD020040E377BD678A
BDBDBDBD:Header
02:Message ID
0040:Upl_warn alarm content, converted to big-endian4000-->Fall alarm
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
E7: checksum checksum

Sedentary alarm: BDBDBDBD022000E377BD678A
BDBDBDBD:Header
02:Message ID
2000:Upl_warn alarm content, converted to big-endian0020-->Sedentary alarm
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
8A: checksum checksum

Low battery alarm: BDBDBDBD020200E377BD678A
BDBDBDBD:Header
02:Message ID
0100:Upl_warn alarm content, converted to big-endian0001-->Low battery alarm
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
8A: checksum checksum

Shutdown alarm: BDBDBDBD020400E377BD678A
BDBDBDBD:Header
02:Message ID
0400:Upl_warn alarm content, converted to big-endian0004-->Shutdown alarm
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
8A: checksum checksum
Note: This alarm is for devices that do not differentiate between shutdown types. See the next section for devices that do differentiate between shutdown types.

[bookmark: <strong>4.2.2 报警数据上传-2(MSGID=0x21)(02的补充)</strong>][bookmark: _Toc26670]4.2.2 Alarm Data Upload-2 (MSGID=0x21) (Supplement to 02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x21
	See below See definition below
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	2
	U16
	Alarm type
	
	
	Alarm type

	N
	
	Upl_warn
	-
	-
	Alarm content See below for different Alarm type type definitions

	4
	U32
	Timestamp
	
	
	Timestamp (a timestamp will be added at the end during retransmission)


Alarm type=1
Upl_warn contents
	bit (corresponding to the position of 1 in binary)
	Name
	Description
	Original message in little-endian hexadecimal
	Big-endian hexadecimal
	Decimal

	2
	Charging shutdown alarm
	Device charging automatic shutdown (firmware requires function support)
	04000000
	0004
	4

	1
	Low battery shutdown alarm
	Device power is too low to shut down (firmware requires function support)
	02000000
	0002
	2

	0
	Active shutdown alarm
	Device is manually shut down by someone (firmware requires function support)
	01000000
	0001
	1


Example:
Charging shutdown alarm: BDBDBDBD21040001000000E377BD6767
BDBDBDBD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001-->Alarm type=1
04000000:Upl_warn alarm content, converted to big-endian 0004-->Charging shutdown alarm
E377BD67:Timestamp, converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
67:checksum checksum

Low battery shutdown alarm: BDBDBDBD21020001000000E377BD6767
BDBDBDBD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001-->Alarm type=1
02000000:Upl_warn alarm content, converted to big-endian 0002-->Low battery shutdown alarm
E377BD67:Timestamp, converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
67:checksum checksum

Active shutdown alarm: BDBDBDBD21010001000000E377BD6767
BDBDBDBD:Header
21:Message ID
0100:Alarm type, converted to big-endian 0001-->Alarm type=1
01000000:Upl_warn alarm content, converted to big-endian 0001-->Active shutdown alarm
E377BD67:Timestamp, converted to big-endian 67BD77E3-->converted to decimal 1740470243-->timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
67:checksum checksum

Alarm type=5
Upl_warn contents
	Format
	Name
	Unit
	Decription

	U16
	Type
	2
	Fixed to 0x05

	U32
	Timestamp
	4
	Timestamp

	U16
	Content Len
	2
	Alarm content length

	U8
	Health Warn Type1
	1
	Health threshold alarm type: 0x01 heart rate,
0x02 systolic blood pressure (SBP),
0x03 diastolic blood pressure (DBP),
0x04 blood oxygen ,
0x05 temperature

	U8
	Type1
	1
	01 is less than the set health threshold, 02 is greater than the set health threshold

	I16
	Health Value1
	2
	Health result value

	U8
	Type2
	1
	01 is less than the set health threshold, 02 is greater than the set health threshold

	I16
	Health Value2
	2
	Health result value

	....
	....
	....
	....



Example:
The device detects that the heart rate (65) is outside the range of the issued health threshold: BDBDBDBD210500E377BD6704000102410073
BDBDBDBD: Header
21:Message ID message id
0500:Alarm typeAlarm type Convert to big-endian0005-->Alarm type=5
E377BD67:Timestamp Convert to big-endian67BD77E3-->Convert to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
0400:Content Len Alarm content length Convert to big-endian0004-->Alarm content length is 4 bytes, Note: The length of multiple health threshold alarms will increase
01:Health Warn Type Health threshold alarm type 01-->Heart rate alarm
02:Type Greater than the set health threshold & less than the set health threshold  01-->Less than the set health threshold
4100:Health Value Actually reported health value Convert to big-endian0041-->Convert to decimal 65-->Reported heart rate value is 65
73:checksum checksum

[bookmark: <strong>4.2.3 异常数据报警（MSGID=0x16）</strong>][bookmark: _Toc14964]4.2.3 Abnormal data alarm (MSGID=0x16)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x16
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	Type
	-/-
	-/-
	Alarm type (0: abnormal heart rate value alarm, 1: abnormal temperature value alarm)

	2
	U16
	Heart
	-/-
	-/-
	Heart rate value

	2
	U16
	temperature
	-/-
	-/-
	Temperature

	2
	U16
	Pa
	-/-
	-/-
	Air pressure

	4
	4*U8 or U32
	expand
	-/-
	-/-
	4 bytes extension for other sensors



Note: The reported outlier has no practical reference value, but only indicates that the currently detected data is abnormal (such as the value exceeding the range or the sensor detecting abnormally, etc.). The outlier will be removed in other normal messages and reflected in this message, so it can be ignored.

Example:
Temperature anomaly value alarm: BDBDBDBD16010000FF0F000000000000E6
BDBDBDBD:Header
16:Message ID
01:Type alarm type 01-->Temperature anomaly value alarm
0000:Heart rate value. If there is no value, fill in 0000 by default.
FF0F:temperature temperature Convert to big-endian 0FFF-->Temperature anomaly value FFF
0000:Pa air pressure. If there is no value, fill in 0000 by default.
00000000 expand expansion, fill in 0000 by default if there is no value
E6:checksum checksum

[bookmark: <strong>4.3 定位相关上报</strong>][bookmark: _Toc18399]4.3 Location-related reporting
[bookmark: <strong>4.3.1 GPS/BDS位置上报：定位数据上报(MSGID=0x03)</strong>][bookmark: _Toc30814]4.3.1 GPS/BDS location reporting: Location data reporting (MSGID=0x03)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x16
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	8
	Double
	lon
	
	-
	longitude longitude

	8
	Double
	lat
	
	　-
	latitude latitude

	1
	U8
	north_south
	
	-
	/N or S/ North or South latitude

	1
	U8
	east_west
	
	-
	E or W/East or West longitude

	1
	U8
	status
	
	-
	A or V/ Valid data or invalid data

	4
	U32
	Timestamp
	
	-
	Timestamp



Example:
Original16Hexadecimal message: BDBDBDBD03963E870C3E675E40FF2110C2B6343F404E4541E377BD6799
BDBDBDBD:Header
03:Message ID message id
963E870C3E675E40:lon longitude Convert to big endian405E673E0C873E96-->Longitude:121.6131622 Note: Refer to the parsing example below for conversion and parsing
FF2110C2B6343F40:lat latitude Convert to big endian`403F34B6C21021FF-->Latitude:31.2059137 Note: Refer to the parsing example below for conversion and parsing
4E:north_south 4E-->Convert to ASCII encoding N-->North latitude
45:east_west 45-->Convert to ASCII encoding E-->East longitude
41:status data validity 41--> convert to ASCII code A --> valid data
E377BD67:Timestamp timestamp converted to big-endian 67BD77E3--> convert to10system1740470243--> timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
78:checksum checksum
Note: The parsed GPS latitude and longitude are in the WGS-84coordinate system. If the map uses Baidu AMAP, etc., the coordinate system needs to be converted.
Parsing satellite positioning message Java code example:
//Message: BDBDBDBD037d9f84ac81815c40e766926b1d8936404e4541749d695f0b//BDBDBDBD03 7d9f84ac81815c40 e766926b1d893640 4e 45 41 749d695f 0b
public static void main(String[] args){
//Message 7d9f84ac81815c40 actual value 405c8181ac849f7d
Double.longBitsToDouble(Long.parseLong("405c8181ac849f7d",16)));  //114.02353966666665//Message e766926b1d893640 actual value 4036891d6b9266e7
Double.longBitsToDouble(Long.parseLong("4036891d6b9266e7", 16))) ;//22.535605166666667
HexToStr(data.Substring(“4e”));   //N
HexToStr(data.Substring("45"));//E
HexToStr(data.Substring("41"));//A A indicates valid data, V indicates invalid data, which can be discarded//Message 749d695f actual value 5f699d74
Date date=new Date();
date.setTime(Long.parseLong("5f699d74",16)*1000);
SimpleDateFormatsdf = new SimpleDateFormat("yyyyMMddHHmmss");
System.out.println(sdf.format(date));  //2020-09-22 14:45:08
}

[bookmark: <strong>4.3.2 wifi和基站信息上传(MSGID=0xA4)</strong>][bookmark: _Toc27728]4.3.2 WiFi and base station information upload (MSGID=0xA4)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xA4
	See below See definition below
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Description

	4
	U32
	Timestamp
	
	
	Timestamp

	1
	u8
	Cell_cnt
	1
	-
	Number of base stations (0-7)
Number of cell info payload.Valid value:0~7

	2
	u16
	Cell[0].MCC
	-
	-
	MMC of base station (0)
mobile country code of cell[0]

	2
	u16
	Cell[0].MNC
	-
	-
	MNC of base station (0)
mobile network code of cell[0]

	2
	u16
	Cell[0].LAC
	-
	-
	LAC of base station (0)
Location area code of cell[0]

	4
	U32
	Cell[0].CELL_ID
	-
	-
	ID of base station (0)
Cell id of cell[0]

	2
	i16
	Cell[0].RSSI
	-
	dbm
	Signal Strength RSSI of Base Station (0)
RSSI in dbm of cell[0]

	...
	...
	...
	...
	...
	...

	2
	u16
	Cell[cell_cnt-1].MCC
	-
	-
	MMC of base station (N)
mobile country code of cell[0]

	2
	u16
	Cell[cell_cnt-1].MNC
	-
	-
	MNC of base station (N)
mobile network code of cell[0]

	2
	u16
	Cell[cell_cnt-1].LAC
	-
	-
	LAC of base station (N)
Location area code of cell[0]

	2
	u16
	Cell[cell_cnt-1].LAC
	-
	-
	LAC of base station (N)
Location area code of cell[[cell_cnt-1]

	4
	U32
	Cell[cell_cnt-1].CELL_ID
	-
	-
	ID of base station (N)
Cell id of cell[[cell_cnt-1]

	2
	I16
	Cell[cell_cnt-1].RSSI
	-
	dbm
	Signal strength RSSI of base station (N)
RSSI in dbm of cell[[cell_cnt-1]

	1
	U8
	Wifi_cnt
	
	
	Number of wifi
Number 0f wifi

	6
	6*U8
	Wifi[0].bssid[0]-Wifi[0].bssid[5]
	
	
	MAC address of wifi(0)

	4
	I32
	Wifi[0].RSSI
	
	
	Signal strength RSSI of wifi(0)

	...
	...
	...
	...
	...
	...

	6
	6*U8
	Wifi[Wifi_cnt-1].bssid[0]-Wifi[Wifi_cnt-1].bssid[5]
	
	
	MAC address of wifi(N)

	4
	I32
	Wifi[0].RSSI
	
	
	Signal strength RSSI of wifi(0)



Note: The device does not necessarily report base stations every time. The absence of base stations does not affect positioning. If the number of base stations in the message is 0, then the number of wifi is directly followed.
Example:
Original16hexadecimal message: BDBDBDBDA4E377BD6701CC010000C218D1AD160BF9FF078CBEBE1A8162C6FFFFFFC061180AF42AC1FFFFFF200BC726E000B6FFFFFFA8154DF6517EB2FFFFFFE005C5B1F824CCFFFFFFE8FCAFA02663AFFFFFFF6409805B2B9CAEFFFFFF94
BDBDBDBD:Header
A4:Message ID message id
E377BD67:Timestamp timestamp converted to big-endian67BD77E3-->convert to10hexadecimal1740470243-->timestamp is1740470243seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
01:Cell_cnt number of base stations 01-->The number of base stations is1
CC01:Cell[0].MCC Base station MCC converted to big-endian01CC-->converted to decimal460-->Base station MCC is460
0000:Cell[0].MNC Base station MNC converted to big-endian0000-->converted to decimal0-->Base station MNC is0
C218:Cell[0].LAC Base station LAC converted to big-endian18C2-->converted to decimal6338-->Base station LAC is6338
D1AD160B:Cell[0].CELL_ID Base station ID converted to big-endian0B16ADD1-->converted to decimal186035665-->Base station id is186035665
F9FF:Cell[ 0 ].RSSI base station signal strength converted to big-endian FFF9--> converted to decimal complement-7--> base station signal strength is-7
07: Wifi_cnt wifi number 07-->7wifi
8CBEBE1A8162:wifi mac address 8C:BE:BE:1A:81:62-->wifi[0]'s mac address is8C:BE:BE:1A:81:62
C6FFFFFF:wifi signal strength RSSI converted to big-endian FFFFFFC6--> converted to decimal complement-58--->wifi[0]'s RSSI signal strength is-58
C061180AF42A:wifi mac address C0:61:18:0A:F4:2A-->wifi[1]'s mac address is C0:61:18:0A:F4:2A
C1FFFFFF:wifi signal strength RSSI converted to big-endian FFFFFFC1--> converted to decimal complement-63--->wifi[0]'s RSSI signal strength is-63
200BC726E000:wifi mac address 20:0B:C7:26:E0:00-->wifi[2]'s mac address is20:0B:C7:26:E0:00
B6FFFFFF:wifi signal strength RSSI converted to big-endian FFFFFFB6--> converted to decimal complement-74--->wifi[0]'s RSSI signal strength is-74
A8154DF6517E:wifi mac address A8:15:4D:F6:51:7E-->wifi[3]'s mac address is A8:15:4D:F6:51:7E
B2FFFFFF:wifi signal strength RSSI converted to big-endian FFFFFFB2--> converted to decimal complement-78--->wifi[0]'s RSSI signal strength is-78
E005C5B1F824: WiFi MAC address E0:05:C5:B1:F8:24--> MAC address of WiFi[4] is E0:05:C5:B1:F8:24
CCFFFFFF: WiFi signal strength RSSI converted to big-endian FFFFFFCC --> converted to decimal complement - 52 ---> WiFi[ 0 ] RSSI signal strength is - 52
E8FCAFA02663: WiFi MAC address E8:FC:AF:A0: 26 : 63 --> WiFi[ 5 ] MAC address is E8:FC:AF:A0: 26 : 63
AFFFFFFF: WiFi signal strength RSSI converted to big-endian FFFFFFAF--> converted to decimal complement - 81 ----> WiFi[ 0 ] RSSI signal strength is - 81
6409805B2B9C: WiFi MAC address 64 : 09 : 80 : 5 B: 2 B: 9 C--> WiFi[ 6 ] MAC address is 64 : 09 : 80 : 5 B: 2 B: 9 C
AEFFFFFF: WiFi signal strength RSSI converted to big-endian FFFFFFAE--> converted to decimal complement - 82 ---> WiFi[ 0 ] RSSI signal strength is - 82
94: checksum checksum
The parameters parsed from the message need to be connected to the map WiFi database, and the latitude and longitude data is finally obtained through the map party. Take AMAP connecting to the WiFi database as an example:

According to the access network method, the AMAP WiFi positioning protocol document is divided into three positioning scenarios. The following gives corresponding examples for the three positioning scenarios.
1. The networking method is WiFi access, that is, the accesstype parameter is 1
http://apilocate.amap.com/position?accesstype=1&imei=352315052834187&smac=E0:DB:55:
E4:C7:49&mmac=50:a7:2b:1e:56:58,-60,alibaba-inc&macs=4c:48:da:25:0b:11,-59,alibaba-
inc|4c:48:da:25:1a:11,-77,alibaba-inc&serverip=10.2.166.4&output=xml&key=<User Key>
2. When the network access method is mobile access and the mobile phone card is a non-CDMA card, that is, when the accesstype parameter is 0 and cdma=0:
http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:
E4:C7:49&cdma=0&bts=460,01,40977,2205409,-65&nearbts=460,01,40977,2205409,-65|460,0
1,40977,2205409,-65|460,01,40977,2205409,-65&serverip=10.2.166.4&output=xml&key=<User Key>
3. When the network access method is mobile access and the mobile phone card is a CDMA card, that is, when the accesstype parameter is 0 and cdma=1:
http://apilocate.amap.com/position?accesstype=0&imei=352315052834187&smac=E0:DB:55:
E4:C7:49&cdma=1&bts=13824,1,1838,1674723,575739,-52&serverip=10.2.166.4&output=xml&key=<User Key>
W200P watch: AMAP interface description called by AMAP WiFi positioning protocol: When selecting parameters, generally select the first type.
You can also select the second type, but if the device does not report the base station, the bts and neabts parameters need to be removed.
The first type, example of incoming parameters: mmac is the first WIFI mac address in the message:http://apilocate.amap.com/position?accesstype=1&imei=869907057780989&mmac=04:8C:16:A9:FB:A8,-44,TP-Link&macs=04:8C:16:A9:FB:A8,-44,TP-Link|C8:3A:35:F4:CE:18,-59,TP-Link|1C:78:4E:D5:07:FE,-79,TP-Link|C8:3A:35:9D:0B:E0,-87,TP-Link|4A:D8:90:E8:0A:82,-88,TP-Link|AC:AD:4B:C9:C3:87,-89,TP-Link|A4:16:E7:55:84:AC,-91,TP-Link&output=json&key=xxxx

For the specific AMAP  WiFi positioning protocol PDF, click to view and download:(Not a screenshot, can click to view)
This document is provided by AMAP . For specific integration, you can directly inquire with AMAP .
Note that the downloaded document name may change, you can rename it yourself
[bookmark: <strong>4.3.3 蓝牙定位信息(LBE Location)（MsgId=0xD6）</strong>][bookmark: _Toc4380][bookmark: _GoBack]4.3.3 Bluetooth Positioning Information (LBE Location) (MsgId=0xD6)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xD6
	See below See definition below
	CK_sum


Payload contents
	Format
	Name
	Scale
	Description

	U8
	Type
	1
	Currently fixed at 0

	U8
	Total_groups
	1
	Total number of groups, there may be multiple groups of information, each group may have multiple ibeacons

	Int32
	Utc
	4
	Timestamp

	U8
	Total_PackCount
	1
	Total number of Bluetooth beacons at the current time

	U16
	Major0
	2
	Major (One of the Bluetooth beacon identification codes)

	U16
	Minor0
	2
	Minor (One of the Bluetooth beacon identification codes)

	S8
	Rssi0
	1
	Rssi (Bluetooth beacon signal strength)

	U16
	MajorN
	2
	Major (One of the Bluetooth beacon identification codes)

	U16
	MinorN
	2
	Minor (One of the Bluetooth beacon identification codes)

	S8
	RssiN]
	1
	RSSI (Bluetooth beacon signal strength)

	Int32
	Timestamp
	4
	Timestamp

	U8
	Total_PackCount
	1
	Total number of Bluetooth beacons at the current time

	U16
	Major0
	2
	Major (one of the Bluetooth beacon identification codes)

	U16
	Minor0
	2
	Minor (One of the Bluetooth beacon identification codes)

	S8
	Rssi0
	1
	RSSI (Bluetooth beacon signal strength)

	U16
	MajorN
	2
	Major (one of the Bluetooth beacon identification codes)

	U16
	MinorN
	2
	Minor (One of the Bluetooth beacon identification codes)

	S8
	RssiN]
	1
	Rssi (Bluetooth beacon signal strength)

	...
	...
	...
	...



Note: In the universal version, the total number of Bluetooth beacon groups is fixed at 1, and the maximum number of Bluetooth beacons is 4. The sorting is based on signal strength from strongest to weakest. By default, the watch only recognizes our own beacons. If you need to connect to other manufacturers' beacons, please consult relevant personnel via WeChat. Example:

Original hexadecimal message: BDBDBDBDD60001E377BD670443271794AC43273094AA4327B956A54327FE94A56A
bdbdbdbd: Header
D6: Message ID
00: type
01: Only one set of ibeacon data
E377BD67:Timestamp Convert to big-endian 67BD77E3-->Convert to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
04: The first group has 4 beacon information
4327: Convert to big-endian-->major : 0x2743-->Convert to decimal 10051
1794: Big endian --> minor: 0x9417 --> Decimal conversion 37911
AC:  RSSI 0xAC --> Convert to decimal complement -84
4327: Big endian --> major: 0x2743 --> Decimal conversion 10051
3094: Big endian --> minor:0x9430 --> Decimal conversion 37936
AA:  RSSI 0xAA --> Convert to decimal complement -86
4327:Big endian --> major: 0x2743 --> Decimal conversion 10051
b956:Big endian --> minor:0x56b9 --> Decimal conversion 22201
A5:   RSSI 0xA5 --> Convert to decimal complement -91
4327: Big endian --> major: 0x2743 --> Decimal conversion 10051
FE94: Big endian --> minor:0x94FE --> Decimal conversion 38142
A5: rssi:0xA5 --> Convert to decimal complement -91
6a --Checksum

Bluetooth beacon major, minor description: The default shipping Bluetooth beacon has a beacon code attached.
For example: 00081005345866, then the major of the Bluetooth beacon is 10053, the minor is 45866, and the manufacturer ID is 0008 (this is useless and has no practical significance).
[bookmark: <strong>4.3.4 基站经纬度上报（MSGID=0x15）—wifi定位补充</strong>][bookmark: _Toc11779]4.3.4 Base station latitude and longitude reporting (MSGID=0x15) — wifi positioning supplement
Note: This message is generally when wifi positioning fails, and the module automatically requests the latitude and longitude of the communication base station for positioning (the positioning priority cannot be changed). The location is the location of the communication base station and can only be used as a reference for auxiliary positioning. The accuracy of the communication base station is not high.

	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x15
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	flag
	
	-/-
	Extended segment identifier

	4
	U32
	lon
	
	-/-
	Longitude (*10 to the power of 6 or 7) longitude

	4
	U32
	lat
	
	-/- 　
	latitude (*10 to the power of 6 or 7) latitude

	1
	U8
	north_south
	
	-/-
	/N or S/ South or North Latitude

	1
	U8
	east_west
	
	-/-
	E or W/East or West longitude

	1
	U8
	status
	
	-/-
	/A or B or V/ A, B are valid data, B corresponds to 7-bit precision, V is invalid data

	4
	U32
	Timestamp
	
	-/-
	Timestamp

	N
	
	Num
	
	-/-
	The general version has no extensions, and the table only retains the definition. Definition: Extended segment value 1 can be the nth value of the extended segment definition. When multiple extended segments are used simultaneously, extended segment 1 corresponds to the lowest bit content, and the content is extended to bit n in sequence.


	...
	...
	...
	...
	...
	...


Example:
Original16Hexadecimal message: BDBDBDBD1502C8C9E53F855AD30F4E4542E377BD67F4
BDBDBDBD: Header
15: Message ID
02:type  type=02indicates LBS base station positioning
C8C9E53F: Longitude ---> converted to big endian 4857963E---> converted to longitude:26.5509509, Note: Refer to4.3.1GPS/ BDS location reporting for conversion and parsing: Positioning data reporting (0x03) section parsing example
855AD30F: Latitude ---> converted to big endian129B82E0---> converted to latitude:107.2024008, Note: Refer to4.3.1GPS/ BDS location reporting for conversion and parsing: Positioning data reporting (0x03) section parsing example
4E:north_south  4E--> converted to ASCII code N--> North Latitude
45:east_west 45--> Convert to ASCII code E--> East longitude
42:status 42-->Convert to ASCII code B, valid data, precision is 7 digits after the decimal point
E377BD67:Timestamp Convert to big endian 67 BD77E3-->Convert to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
08:checksum checksum
[bookmark: <strong>4.4 设备信息及状态上报</strong>][bookmark: _Toc19933]4.4 Device Information and Status Reporting
[bookmark: <strong>4.4.1 SIM卡的ICCID上传(MSGID=0xF3)</strong>][bookmark: _Toc340]4.4.1 ICCID Upload of SIM Card (MSGID=0xF3)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xF3
	See below See definition below
	CK_sum


Payload contents
	Byte Offset
	Format
	Name
	Scale
	Unit
	Drscription

	10
	10*U8
	ICCID
	1
	-
	ICCID number - Device SIM card number ICCID


Note: This message will be reported once every time the device is powered on
Example:
Original hexadecimal message:BDBDBDBDF389861118236001639994CC
BDBDBDBD:Header
F3:Message ID
89861118236001639994:ICCID Device SIM card number ICCID is: 89861118236001639994
CC:checksum
[bookmark: <strong>4.4.2 设备充电状态上传(MSGID=0xC3)</strong>][bookmark: _Toc2507]4.4.2 Device charging status upload (MSGID=0xC3)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC3
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	0
	U8
	Status
	/
	/
	0 start, 1 end, 2 fully charged

	1
	U32
	Timestamp
	/
	/
	Timestamp (a timestamp will be added at the end during retransmission)


Note: This message requires device firmware support, the default latest general version supports Example:

Original hexadecimal message:BDBDBDBDC301E377BD678A
BDBDBDBD:Header
C3: Message ID
01:Device finished charging
E377BD67:Timestamp Convert to big-endian 67BD77E3-->Convert to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
8A:checksum checksum
Original hexadecimal message:BDBDBDBDC300DB4D2F668A
BDBDBDBD:Header
C3: Message ID
00:Device started charging
E377BD67:Timestamp Convert to big-endian 67BD77E3-->Convert to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
8A:checksum checksum
Original hexadecimal message:BDBDBDBDC302DB4D2F668A
BDBDBDBD:Header
C3: Message ID
02:Device is fully charged
E377BD67:Timestamp Convert to big-endian 67BD77E3-->Convert to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Convert to standard time format UTC time: 2025-02-25 07:57:23-->Convert to Beijing time: 2025-02-25 15:57:23
8A:checksum checksum
[bookmark: <strong>4.4.3 状态参数上报(MSGID=0xA9)</strong>][bookmark: _Toc13312]4.4.3 Status parameter reporting (MSGID=0xA9)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xA9
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	u8
	TypeCnt
	-/-
	-/-
	Number of parameter types

	1
	
	
	
	
	(Reserved 00)

	1
	u8
	Type
	-/-
	-/-
	Parameter type 1,
Type definition:
00—MCU (firmware),
01—module,
02 sensor (this type is not available in the general version)

	1
	U8
	NameLen
	-/-
	-/-
	Parameter name 1 length

	n
	N*u8
	Name
	-/-
	-/-
	Parameter name

	1
	u8
	Type
	-/-
	-/-
	Parameter type 2,
Type definition:
00—MCU (firmware),
01—module,
02 sensor (this type is not available in the general version)

	1
	U8
	NameLen
	-/-
	-/-
	Parameter type 2 length

	n
	N*u8
	Name
	-/-
	-/-
	Parameter name

	...
	...
	...
	...
	...
	...


Note: This message is reported once by default at startup, uploading the device firmware version number and module version number, which can be left unparsed. The Message ID of previously shipped devices was 0xBB, and relevant personnel can be contacted to send it.
Example:
BDBDBDBDA902000009423732352E4F56303601174E5432364B434E4230304E4E412D4C3032303330393530B5
BDBDBDBD:Header
A9: Message ID
02: TypeCnt indicates that there are 2 types of parameters
00: Reserved field
00: Type=00 00 represents MCU (firmware)
09: The following MCU name length is 9 bytes
423732352E4F563036--->Hexadecimal to text (device firmware version number)--->B725.OV06
01: Type=01 01 represents the module
17: The following communication module name length is 23 bytes
4E5432364B434E4230304E4E412D4C3032303330393530: Hexadecimal to text (4G module version number)
--->NT26KCNB00NNA-L02030950
B5---checksum checksum
[bookmark: <strong>4.4.4 设备状态(MSGID=0xE9)</strong>][bookmark: <strong>4.5 健康相关上报</strong>][bookmark: _Toc9737]4.  5 Health-related reporting
[bookmark: <strong> 4.5.1 健康数据数据(MSGID=0x32)</strong>][bookmark: _Toc2982]4.  5.1 Health Data Data (MSGID=0x32)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x32
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	Type
	
	
	00

	4
	U32
	Timestamp
	
	
	Timestamp

	2
	U16
	contentLength
	
	
	Total length of the following content

	1
	U8
	ID
	
	
	Id (Type + Reported Value Length), see below for ID type definition

	N
	N*U8
	Val1
	
	
	The reported value of Id (the byte length varies depending on the length of the reported value)

	...
	...
	...
	...
	...
	...

	1
	U8
	ID
	
	
	Id (Type + Reported Value Length), see below for ID type definition

	N
	N*U8
	Val1
	
	
	The reported value of Id (the byte length varies depending on the length of the reported value)


ID type definition (hexadecimal):
01 Step counting02 Heart rate 03 Body temperature 04 Wrist temperature 06 Diastolic pressure 07 Systolic pressure 08 Blood oxygen 09 HRV(Special version support)
(05 Blood glucose 10 Sit-up count11 Running pace and distance 12 Rope skipping speed and count )---Reserved, not available yet

Default universal version support:01 Step counting02 Heart rate 03 Body temperature 04 Wrist temperature 06 Diastolic pressure 07 Systolic pressure 08 Blood oxygen
Example:
Original16hexadecimal message:BDBDBDBD3200E377BD6711000A1E00114B314A39711A4A0122bc00416212
BDBDBDBD: Header
32:Message ID
00:type  type=00
E377BD67:Timestamp Convert to big endian 67 BD77E3-->Convert to decimal 1740470243-->Timestamp is 1740470243 seconds-->
Convert to standard time format UTC time:2025-02-25 07:57:23-->Convert to Beijing time:2025-02-25 15:57:23
1100:The length of the following message is converted to big-endian-->0011-->converted to decimal17, and the length of the following message is17bytes
0A:ID  0x0A-->convert to binary00001010   The first five digits are00001-->convert to16hexadecimal01, which represents the data ID step counting (0x01),
The last three digits are010-->convert to decimal02, which means the length of the step counting data is2bytes
1E00: Step count reported value converted to big-endian -->001E--> converted to decimal30, total step count data30steps
11:ID  0x11--> converted to binary00010001   The first five digits are 00010--> converted to16hexadecimal02, representing data ID heart rate (0x02),
The last three digits are 001--> converted to decimal1, representing the length of the heart rate data as1byte
4B: Heart rate reported value converted to decimal -->75, heart rate data is75
31:ID  0x31--> converted to binary00110001   The first five digits are 00110--> converted to16hexadecimal06, representing data ID diastolic blood pressure (0x06),
The last three digits are 001--> converted to decimal1, representing the length of the diastolic blood pressure data as1byte
4A: Blood pressure diastolic reported value, converted to decimal -->74, diastolic blood pressure data is74
39:ID  0x3--> converted to binary00111001    The first five digits are 00111--> converted to16hexadecimal07, representing data ID systolic blood pressure (0x07),
The last three digits are 001--> converted to decimal1, representing the length of the systolic blood pressure data as1 byte
71: Blood pressure systolic reported value, converted to decimal -->113, systolic blood pressure data is113
1A:ID 0x1A-->Convert to binary00011010 The first five digits are00011-->Convert to16Hexadecimal03, which represents the data ID body temperature (0x03),
The last three digits are 010--> convert to decimal2, representing the length of the body temperature data as2bytes
4A01: Body temperature reporting value, converted to big-endian -->014A--> convert to decimal330-->330*0.1--> body temperature data is33degrees Celsius
22:ID 0x22--> convert to binary00100010 The first five digits are 00100--> convert to16hexadecimal04, representing the data ID wrist temperature (0x04),
The last three digits are 010--> convert to decimal2, representing the length of the wrist temperature data as2bytes
BC00: Wrist temperature reporting value, converted to big-endian -->00BC--> convert to decimal188-->188*0.1--> wrist temperature data is18.8degrees Celsius
41:ID 0x41--> convert to binary01000001 The first five digits are 01000--> convert to16hexadecimal08, code data ID blood oxygen (0x08),
The last three digits are 001--> convert to decimal1, representing the length of the blood oxygen data as1byte
62: Blood pressure reporting value, converted to decimal -->98, blood oxygen data is98
12: checksum checksum
[bookmark: <strong>4.5.2 设备睡眠分析数据上传(MSGID=0xC5)</strong>][bookmark: _Toc16019]4.5.2 Device Sleep Analysis Data Upload (MSGID=0xC5)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC5
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	4
	Int32
	DateTime
	
	-/-
	Upload UTC start time

	4
	Int32
	DateTime
	
	
	Upload UTC end time

	2
	Int16
	Sleepminute
	
	
	Number of minutes of sleep time uploaded

	4
	Int32
	Type
	
	
	Sleep state: Upload type, 1 is deep sleep, 2 is light sleep, 3 is wake-up duration


Example:
Original16Hexadecimal message: BDBDBDBDC5AC338860693B8860210001000000D1
BDBDBDBD: Header
C5:Message ID
AC338860: Start time, converted to big-endian608833AC-->Convert to decimal-->Timestamp is1619538860seconds-->
Convert to standard time format UTC time: 2021 - 04 - 27 15 : 54 : 20 --> Convert to Beijing time: 2021 - 04 - 27 23 : 54 : 20
693B8860: End time, converted to big-endian 60883BAC--> converted to decimal --> timestamp is 1619540908 seconds -->
Convert to standard time format UTC time: 2021 - 04 - 27 16 : 28 : 28 --> Convert to Beijing time: 2021 - 04 - 28 00 : 28 : 28
2100: Sleepminute sleep time, converted to big-endian 0021--> converted to decimal 33--> The total sleep time is 33 minutes
01000000: Type sleep state, converted to big-endian 00000001--> converted to decimal 1--> 1 is deep sleep, deep sleep time is 33 minutes
D1: checksum checksum
[bookmark: <strong>4.6 下行反馈相关上报</strong>][bookmark: _Toc30124]4.6 Downlink feedback related reporting
[bookmark: <strong>4.6.1 下行反馈(MSGID=0xC0)</strong>][bookmark: _Toc12080]4.6.1 Downlink feedback (MSGID=0xC0)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xC0
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	U8
	length
	-/-
	
	Message ID Length

	N
	n*U8
	Type
	-/-
	
	N Message IDs


Example:
This command is used for feedback of downlink commands, returning the Message ID of the downlink command received earlier (multiple Message IDs can be returned collectively).
Original hexadecimal message::BDBDBDBDC0011720
BDBDBDBD:Header
C0:Message ID
01:length Message ID length Convert decimal 01--> Message ID length is 1 byte
17Type indicates that the device received the downlink command Message ID is 17
20:checksum checksum
[bookmark: <strong>4.6.2 消息状态上报(MSGID=0x28)</strong>][bookmark: _Toc15085]4.6.2 Message Status Report (MSGID=0x28)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x28
	See below See definition below
	CK_sum


Payload contents
	Bytes
	Format
	Name
	Scale
	Unit
	Decription

	4
	U32
	timestamp
	-/-
	-/-
	Timestamp

	1
	U8
	Type
	-/-
	-/-
	Character encoding type (corresponding to downlink 0X28), GB2312 encoding: 0x03; Unicode encoding: 0x05

	1
	U8
	status
	-/-
	-/-
	Message status - 0x01: Confirmed, 0x02: Rejected

	4
	U32
	seqID
	-/-
	-/-
	(Corresponding message ID seqID to downlink 0X28)


Example:
Note:Currently, the general version does not distinguish character encoding types and is fixed at 03. Subsequent versions will distinguish.
Original hexadecimal message:BDBDBDBD28FD3BA068030268A03BE477
BDBDBDBD:Header
28:Message ID
FD3BA068:timestamp Timestamp converted to big-endian 68A03BFD-->converted to decimal-->timestamp is 1755331581 seconds-->
Convert to standard time format UTC time: 2025-08-16 08:06:21-->Convert to Beijing time: 2025-08-16 16:06:21
03:Type 03--Fixed value
02:status Message status 02--Interface click reject button--Rejected
68A03BE4:seqID The id of the downlink message is 68A03BE4
77:checksum Checksum
[bookmark: <strong>5 设置</strong>]

[bookmark: _Toc12495]5 Settings
[bookmark: <strong>5.1 下行</strong>][bookmark: _Toc32270]5.1 Downlink
[bookmark: <strong>5.1.1 设置定位上报频率（MSGID=0x17）</strong>][bookmark: _Toc23310]5.1.1 Set the location reporting frequency (MSGID=0x17)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x17
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription
	　

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for disabled
	Time Period 1

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	- hour
	

	1
	u8
	time_start_m
	　
	　
	- minute
	

	1
	u8
	time_end_h
	　
	　
	- hour
	

	1
	u8
	time_end_m
	　
	　
	- minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for disabled
	Time Period 2

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	- hour
	

	1
	u8
	time_start_m
	　
	　
	- minute
	

	1
	u8
	time_end_h
	　
	　
	- hour
	

	1
	u8
	time_end_m
	　
	　
	- minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for disabled
	Time period 3

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	- hour
	

	1
	u8
	time_start_m
	　
	　
	- minute
	

	1
	u8
	time_end_h
	　
	　
	- hour
	

	1
	u8
	time_end_m
	　
	　
	- minute
	

	1
	u8
	enable
	-/-
	-/-
	Whether to enable, 1 for enabled, 0 for disabled
	Time period 4

	2
	U16
	Interval
	
	
	Time interval (minutes)
	

	1
	u8
	time_start_h
	　
	　
	- hour
	

	1
	u8
	time_start_m
	　
	　
	- minute
	

	1
	u8
	time_end_h
	　
	　
	- hour
	

	1
	u8
	time_end_m
	　
	　
	- minute
	


Note: One day is from 00:00-23:59
Example:
00:00-23:59 Report location every10minutes:BDBDBDBD17010A000000173B00000000000000000000000000000000000000000097
BDBDBDBD:Header
17:Message ID
01:enable is enabled Convert to decimal01-->1--Enabled
0A00:Interval time interval Convert to big endian000A-->Convert to decimal10-->Time interval is10minutes
00:time_start_h Start time-hour, convert to decimal00-->Start time-hour is00
00:time_start_m Start time-minute, convert to decimal00-->Start time-minute is00
17:time_end_h End time-hour, convert to decimal23-->End time-hour is 23
3B:time_end_m End Time - Minutes, convert to decimal59--> End Time - Minutes is 59
00:enable Whether to enable Convert to decimal00-->0-- Not enabled
000000000000:All filled in the disabled state00
00:enable Whether to enable Convert to decimal00-->0-- Not enabled
000000000000:All filled in the disabled state00
00:enable Whether to enable Convert to decimal00-->0-- Not enabled
000000000000:All filled in the disabled state00
97:checksum Checksum
[bookmark: <strong>5.1.2 信息下发(Message Send)（MSGID=0X28）</strong>][bookmark: _Toc16770]5.1.2 Message Send (MSGID=0X28)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0x28
	See below See definition below
	CK_sum


Payload contents
	Byte offset
	Format
	Name
	Decription

	1
	U8
	type
	Message type, if it is downlink text information, GB2312 encoding is 03

	4
	Uint32
	seqID
	The ID of the information, unique

	1
	U8
	CONTENT LEN
	Content Length

	N
	N
	CONTENT
	Content, Chinese is GB2312 encoded (one Chinese character occupies 2 bytes), English is ASCII encoded (one English letter occupies 1 byte)


Note: The default Chinese character encoding for the domestic general version is GB2312
The information ID cannot be repeated for each transaction, and the device cannot receive repeated IDs
Example:
Text message: hello,world  BDBDBDBD2803030000000B68656C6C6F2C776F726C64DD
BDBDBDBD:Header
28: Message ID
03: type message type Convert to decimal 03-->type=03
03000000: seqID information id Information id is 03000000
0B: CONTENT LEN content length Convert to decimal 11, content length is 11 bytes
68656C6C6F2C776F726C64: Convert to string hello,world-->Text message content:hello,world
DD:checksum checksum
Text message: Hello World  BDBDBDBD28036895D13F08C4E3BAC3CAC0BDE779
BDBDBDBD:Header
28:Message ID
03:type message type Convert to decimal 03-->type=03
6895D13F: seqID information id Information id is 6895D13F
08:CONTENT LEN content length Convert to decimal 8
C4E3BAC3CAC0BDE7:Converted to string Hello World-->Text message content: Hello World
79:checksum
[bookmark: <strong>5.1.3 设置- 定位优先级设置（0XCE01&0XCE02）</strong>][bookmark: _Toc29374]5.1.3 Settings - Location Priority Settings (0XCE01)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCE
	See below See definition below
	CK_sum


Payload contents
Type=01 Positioning Priority Setting
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	u8
	Type
	-/-
	-/-
	Type=01

	1
	u8
	Valid
	-/-
	-/-
	Validity, 00 always valid, 01 valid for this time

	2
	U16
	Len
	-/-
	-/-
	Length of the following instruction

	n
	n
	
	-/-
	-/-
	Body


Positioning priority setting definition--See2.3 Device downlink description--Device positioning priority distribution(0xCE01)
Positioning priority setting body: Currently, the general version supports:01--GPS,02--wifi(wifi+base station) 03--Bluetooth beacon (requires additional deployment of Bluetooth beacons);
Special equipment support:04--LBSbase station 05--125k
Example:
WiFi positioning priority (WiFi > Bluetooth beacon > GPS):BDBDBDBDCE0100030002030133
BDBDBDBD:Header
CE: Message ID
01: Type 01 Location Priority Setting
00: Valid Validity 00 Always Valid
0300: Len Converted to Big Endian 0003-->Converted to Decimal 03-->The text length is 3 bytes
020301: Text: 02--wifi 03--Bluetooth beacon 01--GPS The positioning priority is wifi>Bluetooth beacon>GPS
33: checksum Checksum
GPS positioning priority (GPS>wifi>Bluetooth beacon): BDBDBDBDCE0100030001020333
BDBDBDBD:Header
CE: Message ID
01: Type 01 Location Priority Setting
00: Valid Validity 00 Always Valid
0300: Len Converted to Big Endian 0003-->Converted to Decimal 03-->The text length is 3 bytes
010203: Text: 01--GPS 02--wifi 03--Bluetooth beacon The positioning priority is GPS>wifi>Bluetooth beacon
33: checksum Checksum
Bluetooth positioning priority (Bluetooth beacon>wifi>GPS): BDBDBDBDCE0100030003020133
BDBDBDBD:Header
CE: Message ID
01: Type 01 Location Priority Setting
00: Valid Validity 00 Always Valid
0300: Len Converted to Big Endian 0003-->Converted to Decimal 03-->The text length is 3 bytes
030201: Text: 03--Bluetooth beacon 02--wifi 01--GPS The positioning priority is Bluetooth beacon>wifi>GPS
33: checksum Checksum
Single GPS positioning:BDBDBDBDCE0100030001000033
BDBDBDBD:Header
CE: Message ID
01: Type 01 Location Priority Setting
00: Valid Validity 00 Always Valid
0300: Len Converted to Big Endian 0003-->Converted to Decimal 03-->The text length is 3 bytes
030201:Text: 01--GPS 00--No positioning 00--No positioning Positioning priority is single GPS positioning
33:checksum checksum
Single wifi positioning:BDBDBDBDCE0100030002000033
BDBDBDBD:Header
CE: Message ID
01: Type 01 Location Priority Setting
00: Valid Validity 00 Always Valid
0300: Len Converted to Big Endian 0003-->Converted to Decimal 03-->The text length is 3 bytes
020000:Text: 02--wifi 00--No positioning 00--No positioning Positioning priority is single wifi positioning
33:checksum checksum
Single Bluetooth beacon positioning:BDBDBDBDCE0100030003000033
BDBDBDBD:Header
CE: Message ID
01: Type 01 Location Priority Setting
00: Valid Validity 00 Always Valid
0300: Len Converted to Big Endian 0003-->Converted to Decimal 03-->The text length is 3 bytes
020000:Text: 03--Bluetooth beacon 00--No positioning 00--No positioning Positioning priority is single Bluetooth beacon positioning
33: checksum Checksum
[bookmark: <strong>5.1.4 设置- 健康采样上报频率设置（0XCE02）</strong>][bookmark: _Toc23153]5.1.4 Settings - Health Sample Reporting Frequency Settings (0XCE02)
	Header
	Message ID
	Payload
	Checksum

	Token: Fixed to 0xBD 0xBD 0xBD 0xBD
	0xCE
	See below See definition below
	CK_sum


Payload contents
Type=02 Health sample reporting frequency setting
	Byte offset
	Format
	Name
	Scale
	Unit
	Decription

	1
	u8
	Type
	-/-
	-/-
	Type=02

	1
	u8
	Valid
	-/-
	-/-
	Validity, 00 always valid, 01 valid for this time

	2
	U16
	Len
	-/-
	-/-
	Length of the following instruction

	1
	U8
	Healthtype
	-/-
	-/-
	00—Indicates all

	1
	U8
	
	-/-
	-/-
	Body

	1
	u8
	Time Unit
	-/-
	-/-
	Time unit 00—minutes, 01—hours



Health sampling reporting frequency setting definition--See 2.3 Device downlink description--Device health sampling frequency distribution (0xCE02)
Health sampling reporting frequency setting text: The current general version supports:00-All, reserved item--Not yet implemented: 01 Step counting 02 Heart rate 03 Temperature 04 Sleep 05 Blood pressure 06 Blood sugar 07 Blood oxygen
Example:
Health sampling reported once every 5 minutes:BDBDBDBDCE0200030000050033
BDBDBDBD:Header
CE:Message ID
02:Type 02 Health sampling reporting frequency setting
00:Valid Validity 00 Always valid
0300:Convert to big-endian 0003-->Convert to decimal 03-->The length of the text is 3 bytes
00:Healthtype 00---All
05:Text: Convert to decimal 05-->Health sampling report frequency is once every 5 minutes
00:Time Unit 00--Minutes
[bookmark: <strong>5.1.5 设置-设备报警设置（0XCE03）</strong>]33:checksum checksum
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